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Abstract—Given peoples increasing dependence on communi-
cation networks, vulnerabilities of communication networks and
the Internet can significantly impact our lives. These networks
and services are susceptible to accidents or natural disasters that
can disrupt service and compromised the network infrastructure.
In the face of these disasters, the need for greater resilience for the
Internet has attracted the attention of researchers. In this work,
we propose an architecture that allows a disconnected smart-
phone in a disaster situation to utilize the Internet connections
of neighboring smart-phones. We evaluate the performance of our
protocol by comparing it with the Concurrent Multipath Transfer
SCTP (CMT-SCTP), and the results show that our protocol can
achieve similar or better performance.

I. INTRODUCTION

Recently, the world has witnessed the increasing occur-
rence of disasters, some of natural origin and others caused by
man. Intensity of the phenomenon that cause such disasters,
the frequency in which they occur, the number of people
affected and the material damage caused by them have been
growing. Immediately after the occurrence of a disaster, some
of the communication network infrastructure such as existing
3G networks could have been destroyed and people are no
longer able to connect to the Internet. In this paper, we propose
an architecture that allows a disconnected smart-phone during
a disaster situation to utilize the Internet links of nearby smart-
phones.

As shown in Fig. 1, our architecture consists of mobile
nodes, Home Agent (HA), and Corresponding Nodes (CN).
We consider two types of nodes, a Sink and Helper, which
together can form a wireless ad-hoc network using their local
network connectivity (e.g. WiFi), while HA and CN are located
somewhere on the Internet. When a Sink wants to borrow
bandwidth from its neighbors, it first broadcasts an Invite
message to all neighbor nodes and then forms an ad-hoc
network with those that send back a Join message (i.e., the
Helpers). The Sink treats these Helpers as its virtual network
interfaces, and uses them to increase its aggregate bandwidth
by connecting to the Internet over these. Packets from the
Sink are stripped across the access links of the Helpers. When
a Helper receives the data from the Sink, the packets are
forwarded toward the HA via its access link (e.g., via 3G).
Packets from multiple Helpers are then reassembled at the HA
and forwarded to the CN (i.e., the destination) once they are
in-order.
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Fig. 1. Bandwidth sharing over the multi-homing system.

Given that TCP is still the most popular form of traffic on
the Internet [1], and is also widely used for adaptive video
streaming [2], in this paper we consider the performance of
TCP when a connection is stripped over multiple wireless links
without modifying the end-points. We design a protocol for
a multi-homed network which consists of a Sink connecting
to the Internet through multiple nearby Helpers and a Home
Agent (HA), as shown in Fig. 1. Note that in this work we
do not consider the issues of triangular routing (Perkins and
Johnson, 1998) and load-balancing, which have already been
discussed in some previous studies of Mobile IP [3]. The HA
is located somewhere on the Internet, and a tunnel is created
between each Helper and HA. In addition, all packets traveling
between the Helper and HA are IP-in-IP encapsulated [4].
Tunneling through IP-in-IP encapsulation ensures that the data
segment remains unmodified before it arrives at the receiver.
All uplink traffic are first routed through the HA. After packets
arrive at the HA, the HA decapsulates each packet and records
the source IP address of its outer header. This is used to
identify which Helper the packet comes from. Furthermore,
the HA conducts network address translation (NAT) for the
decapsulated packets. Therefore, the downlink traffic from the
corresponding node (CN) would be sent to the HA first, and
then routed to the multi-homed Sink node. Our protocol runs
on top of the multi-homed Sink and the HA, and does not
require any modification of the TCP stack at the end points,
which makes it transparent to the end hosts and more practical
for real world deployment. We implement this protocol as two
separate software modules, one for splitting the traffic (Msplit)
and the other for aggregating it (Magg). Both modules operate
on the Sink and the HA to handle the uplink and downlink
traffic, as shown in Fig. 2.
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Fig. 2. Bandwidth sharing in a multi-homing environment.
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Fig. 3. The protocol flow.

II. ARCHITECTURE

Our protocol is shown in Fig. 3. The Sink node first
broadcasts Invite messages to its neighboring Helpers, and
these then send back Join messages if they are willing to share
their unused bandwidth. Next, a Confirm message is sent to
inform the selected Helpers that an ad-hoc network has been
formed between them and the Sink. Through this network,
the Sink starts sending packets to the selected Helpers, who
then store these and tunnel them to the HA. Finally, the HA
forwards in-order packets to CN (i.e. the destination).

TCP uses ACK to ensure the reliability of data trans-
mission. However, given that it is difficult to identify where
a loss occurs in the path from the Sink to CN, we adopt
the concept of split connection [5] by dividing the whole
end-to-end connection into two parts: the data transmission
between the Sink and Helper, and that between the Helper
and CN. All data in the same TCP connection is first moved
to the Helpers before being forwarded to the HA and CN.
Similarly, the downlink data/ACK is first sent to the Helpers
and then forwarded to the Sink through these. This protocol is
implemented as two modules: the application and connection
managers with the Sink running the former and the Helper
the latter. Any application that intends to run on top of the
protocol needs to first register with the application manager
and will then be assigned a port number and a unique ID, as
shown in Fig. 4. At the Helper, the connection manager uses
the network address and port translation (NAPT) to convert
the private IP address in the packets received from the Sink to
the public IP of the Helper. Finally, the Helper encapsulates
these packets using IP-in-IP and tunnels them to the HA.
Once the encapsulated packets are received by the HA, the
HA decapsulates and forwards them to the CN if the they are
in-order.

Fig. 4. Application registration.
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Fig. 5. The architecture of our protocol.

The functional blocks of our protocol are shown in Fig. 5.
There are three types of nodes: Sink, Helper, and HA. We
assume the IP address of the HA is fixed and known by all
the Helpers. As discussed previously, the application manager
assigns a port number to each application that runs on top
of the protocol, while the helper manager is responsible for
Helper discovery and creation of an ad-hoc network between
the Sink and Helpers. In addition, the help manager also main-
tains a Helper list that contains all the neighbors information
and the path characteristics between each Helper and the HA.
This list is used by the packet scheduler to decide how to
schedule packets through multiple Helpers. Once the Sink is
connected to the Helpers, each Helper is regarded as a virtual
interface of the Sink. In the case when the Sink has its own
network interface to the Internet, this interface will then be
considered as virtual interface 0. The mapping between a
virtual interface and the corresponding Helper is managed by
the virtual interface manager. Packets received at the Sink or
the HA are first stored at the re-ordering buffer until they are in
order, and are then forwarded by the packet forwarder to the
application manager or the server. Based on the Helper and
path information obtained from Helper manager, the packet
scheduler then sends packets over different virtual interfaces
through the virtual interface manager.

When the Sink has some data to send, it first broadcasts
an Invite message to its neighboring nodes over WiFi. The
Invite message contains the IP address of the HA, wireless
network information such as network SSID, and so on. Upon
receiving the Invite message, a neighboring node sends back a
Join message if it is willing to share its bandwidth. The Join
message contains the IP address and the remaining energy of
the responding neighbor, the path characteristics between the
HA and this potential Helper, such as round-trip time (rtt),
available bandwidth, loss rate, and node mobility information
if available (such as location, moving direction and speed). The
Sink utilizes such a simple Invite/Join protocol to form an ad-
hoc network with the Helpers. Since the nodes are mobile,
Helpers may sometimes leave the ad-hoc network. The Sink



will then re-initiate the Helper discovery procedure when there
are no Helpers it can use. The Helper periodically sends out
probe packets [6] to collect path status information between
it and the HA. In addition, when downlink data from the
HA is available, the Helper can also utilize it to estimate the
network characteristics of its path to the HA. When mobility
information is available, the Sink can estimate the encounter
duration of Helper i as follows [7].

δi =
−(dxRx +dyRy)+

√
(R2

x +R2
y)r2− (dyRx −dxRy)2

R2
x +R2

y
(1)

Here we assume that the distances between two nodes in
the x and y directions are dx = xa − xb and dy = ya − yb. The
relative velocities between two nodes in the x and y directions
are Rx = va cosθb − vb cosθb and Ry = va sinθa − vb sinθb.

In addition, since smartphones have limited battery life-
time, we need to consider the battery lifetime of the Helper.
The battery lifetime (βi) of Helper i can be estimated by

βi =
remaining power

the rate o f consumption
(2)

in which the rate of consumption can be predicted, as discussed
in Earl and Srinivasan [8]. Using the estimated encounter
duration and battery lifetime information, the Sink can then
calculate the available encounter duration (denoted as εi),
which is the period during which the Helpers are within the
radio range of the Sink and still have power. That is,

εi = min(βi,δi) (3)

To reduce the re-scheduling overhead when Helpers leave
the network, the Sink will pick neighboring nodes that have a
shorter data delivery time and a longer encounter duration as
potential replacements. In other words, nodes that can deliver
more packets during their encounters with the Sink will be
picked as the candidate Helpers. First, we consider the data
delivery time based on both the transmission delay (τ) and
the propagation delay (η) of a packet. Since it is difficult to
estimate the queuing delay of each path [9], we ignore these
in estimating the data delivery time. In addition, we ignore the
rtt between the Sink and the Helper, since it is much smaller
than the rtt between Helper and the HA. Given N packets, the
data delivery time (Ti) from the Sink to the HA through Helper
i can be estimated as

Ti = N · τWiFi
i +N · τ3G

i +η3G
i (4)

If we further take the possibility of packet loss happening
between Helper i and the HA into consideration (here we
assume that packet loss is not due to transmission error), we
can estimate the expected value of delay Ei(D) for the path
between Helper i and the HA as follows. Suppose random
variable D can take delay value dloss j with loss probability
p j. Here we define loss j as the case when the same packet
is continuously lost j times (i.e., having j-1 retransmissions),
where dno loss is the estimated delay for the case when no
packet is lost, while dloss j is the estimated delay when the

packet has been consecutively lost j times. In the case of TCP,
the difference between dloss j and dloss j−1 is mainly one extra
network rtt r.

Ei(D) = dloss 1× ploss 1+ dloss 2 × (ploss 1× ploss 2)

+ . . .+ dloss j ×
∞

∏
j=1

ploss j + dno loss

×
(

1−
∞

∑
k=1

k

∏
j=1

ploss j

)
(5)

where dloss 1 refers to the case when the packet is lost once and
will take one extra round trip delay rloss 1 for retransmission
and ploss 2 means a predicted loss rate when the retransmission
packet is dropped twice. Similarly, when the packet is consec-
utively lost j times, dloss j will take j retransmissions and need
extra round trip delays (rloss 1 + · · ·+ rloss j). It is difficult to
estimate the loss detection time (e.g., by observing timeouts or
gaps in the sequence number) when a packet is lost and needs
to be retransmitted by the Helper. Therefore, given that rloss j
is difficult to predict, we simplify our equation by assuming
rloss j = rno loss. Based on this assumption, we can simplify
our formula, as follows. Assuming the probability of packet
loss is independent, then Eq. 5 can be further reduced into a
closed form

Ei(D) = rtti×
(

1
(1− pi)2

− 1
(1− pi)

+ 1

)
(6)

Finally, the estimated data delivery time for a potential
Helper i can be estimated as follows

Ti = N · τWiFi
i +N · τ3G

i +η3G
i

= N · (τWiFi
i + τ3G

i )

+
rtti ×

(
1

(1−pi)2
− 1

(1−pi)
+1
)

2
− τ3G

i (7)

where N is the number of packets and pi is the loss rate
between Helper i and the HA.

The data throughput (Si) for Helper i can then be estimated
by

Si = N/Ti (8)

once the Sink gets the available encounter duration (εi) and
the data throughput (Si). The amount of data the Helper i can
deliver during its encounter with the Sink (Ai) can be estimated
as

Ai = Si × εi (9)

The Sink will pick the first h Helpers who have the highest
Ai with an aggregate bandwidth greater than the minimal
bandwidth requirement (μ) required by the Sink. In other
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Fig. 6. Comparison of throughput for different bandwidth change intervals.

words,

A =
h

∑
j=1

S j,A ≥ μ (10)

where S j is the throughput that can be provided by Helper j.

When a new Helper joins the network, a new virtual
interface will be created for this Helper by the virtual interface
manager. This virtual interface and will be regarded as a new
network interface to the Sink. In addition, the Sink needs to
update “helper information” with the HA. Our protocol has two
modes to detect if a Helper leaves the network: Proactive and
Reactive. In the Proactive mode, the leaving Helper enables
a busy flag in the ACK packet to ask the Sink to remove
this Helper from its Helper list. In the Reactive one, the Sink
uses a timeout mechanism to detect if the Helper has left the
network by associating every packet with a timer. The Sink will
consider a Helper node has left if it observes x consecutive lost
packets.

III. PERFORMANCE EVALUATION

We have previously proposed a scheduling protocol called
ETOM [10] for a multi-homing environment. We have im-
plemented ETOM in ns-2 and compare its performance for
the above-mentioned bandwidth sharing scenarios. We eval-
uate the performance of ETOM for the following scenarios:
bandwidth fluctuation, limited buffer size, and bursty loss.
Network bandwidth could fluctuate over time when link quality
changes or when cross traffic occurs. To simulate this effect,
we periodically change the ratio of bandwidth between two
paths (selected between 0.2 and 1) in our experiments. As
shown in Figure 6, ETOM is slightly worse than CMT-SCTP
because the bandwidth estimation algorithm we adopt from
TCP Westwood [11] cannot converge in time. Our bandwidth
estimation algorithm is based on a low pass filter function by
averaging several ACK samples when they arrive. However,
when network bandwidth changes rapidly, there will not be
a sufficient number of samples that can be used for the
bandwidth estimation [11]. We consider this as one direction
for improvements to the ETOM protocol that we will explore
in our future work.

In our previous scenario, for simplicity, we assume that HA
has an infinite reordering buffer size, which is obviously im-
practical in reality. In practice, once the buffer is full, the TCP
transmission will be blocked until the buffer space becomes
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available. Figure 7 shows the corresponding throughput for
different buffer sizes. The bandwidth ratio of two paths is set to
0.2 to produce out-of-order packets to consume the reordering
buffer in the HA. For the given network topology, we observe
that ETOM only needs less than 20KB buffer space to store the
out-of-order packets, as SWTC is able to efficiently reduce the
number of these. On the other hand, CMT-SCTP will require
more than 500KB buffer space to avoid packet drops, since it
employs a simple FIFO-based scheduling process.

Previous studies have shown that packet loss is generally
bursty in a wireless network [12], [13]. To simulate this,
we employ a two-state Markov error model which has error-
free and erroneous states. We assume that the persistence of
each state in time follows the exponential distribution [14].
We set the mean of the error-free state to 1 second and
vary the mean of erroneous state from 0.2 to 1 second. As
shown in Figure 8, ETOM benefits significantly from its
aggressive retransmission strategy when bursty loss occurs.
Again, as discussed previously, the CMT-SCTP sender cannot
distinguish whether a transmitted chunk is lost or if it is
temporarily held in the reordering buffer. The SCTP sender can
thus only retransmit the lost chunk after obtaining sufficient
information from SACKs, which results in the degradation of
the throughput.

IV. CONCLUSION AND FUTURE WORKS

This paper presents an architecture that allows a discon-
nected smart-phone in a disaster situation to utilize the Internet
connections of neighboring smart-phones. We evaluate our



protocols performance by comparing it against SCTP in sim-
ulations, and show that it can achieve good performance in a
lossy and heterogeneous multi-homed environment. As for our
future work, we plan to consider multiple sinks coexisting in
proximity and evaluate this protocols performance and identify
its limitations in a real world environment. In addition, we will
examine how to adapt our architecture for use with selfish-
users, for which it is necessary to provide incentives for the
Helpers so that they are willing to contribute their bandwidth,
as well as investigate how to maintaining the privacy and
security of data.
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